
Privacy Policy and Cookie Policy of Rakuten Pay in Europe 

Updated 31.01.2023 

 

Introduction 

This Privacy Policy describes how Rakuten Europe Bank S.A. (“REB”, “we”, “our”, 

“us”) collects and processes personal data about you, how we use and protect those 

data, and your rights in relation to them, when you use the Rakuten Pay Service and 

any related services (the “Service(s)” ) under the name “Rakuten Pay”. 

 

All definitions in this Privacy Policy are the same as the ones given in the Rakuten 

Pay Terms of Use. 

 

REB offers a rewarding membership programme that allows you to collect Rakuten 

Points on purchases concluded between you and the Merchants with Rakuten Pay.  

WHAT IS PERSONAL DATA AND WHEN DOES THIS PRIVACY 

POLICY APPLY? 

This Privacy Policy applies to all personal data we collect and process about you. 

Personal data is any information about you as well as a combination of pieces of 

information that could reasonably allow you to be identified. 

IDENTIFICATION 

REB acts as Controller for the Service we provide to you. 

Rakuten Europe Bank, a société anonyme with registered office at 2, rue du Fossé, 

L-1536 Luxembourg, registered under number B-181868 at the Luxembourg Trade 

and Companies Register (‘REB’), is a credit institution authorised by the CSSF. 

The principles listed in our Privacy Policy do not prevent the assignment or transfer 

of all or part of the Service to one or more third parties. 

WHAT INFORMATION WE COLLECT 

REB processes certain personal data as a result of your interactions and use of our 

Services (for example, when you choose to pay for the goods or services of the 

merchants using the Rakuten Pay Service): 



- identification data and contact information e.g.: your name, your e-mail 

address, your country; your mobile phone number; 

- information regarding your account and Rakuten ID e.g.: your login ID and 

password, the number of Rakuten Points that you are credited and that you spend 

on Rakuten services;  

- transaction and payment information e.g.: the date and time of Rakuten Pay 

payment (which means “purchase”), transaction history (the date, at which 

Rakuten Pay merchant requests transaction, the amount and cpaid by 

Rakuten Pay and currency code), Merchant ID, Payment ID, your IP address, 

3D Secure authentication data (if performed and required to additionally 

identify you), Merchant Category Code (the code assigned to the Merchant 

by Scheme Owners such us Visa and MasterCard, which usually indicates 

category of goods and services, which Merchant offers), credit card data (e.g. 

card brand, card number in a tokenised form, including last four digits of the 

card), BIN number, if applicable in the tokenised form (first six digits); 

- communication and connectivity information e.g.:  information about your 

interaction, communication and connectivity data, the Internet protocol (IP) 

address used to connect your computer or mobile device to the Internet; your 

computer or mobile device and connection information (such as your browser type 

and version, your operating system and platform), the full uniform resource 

locators (URL) clickstream to, through and from the relevant Service (including 

date and time); 

- Internet or other electronic network activity information  such as: information 

about your online browsing behaviour. Some of this information we collect 

automatically from you, e.g. data collected using cookies and other device 

identifying technologies ('cookies and tracking technologies'). Further information 

about our use of cookies and tracking technologies is available in our Cookie 

Policy, which is a part of this Privacy Policy. 

 

We may combine your data with data lawfully obtained from other third party sources 

and use it for the above purposes. This is the case when we receive the information 

about what you bought from the Merchants with Rakuten Pay, in order to allocate your 

Rakuten Points. 

 



It is your responsibility to update and maintain accurate contact information in your 

Rakuten account. You can make changes by visiting your Rakuten account page and 

entering corrections on your preferred Rakuten service website such as: 

- https://rakuten.co.uk/ 

- www.rakuten.es  

- www.rakuten.tv  

- www.fr.shopping.rakuten.com  

- and any other Rakuten service in Europe. 

 

Please note that we may be required by law to collect certain personal data about 

you, or in order to enter into and as a consequence of any contractual relationship, 

we have with you. If you do not provide these information, we may be unable to deliver 

the Service to you. We will inform you at the time your data is collected whether 

certain data is compulsory and the consequences of the failure to provide such data.  

HOW WE USE YOUR DATA 

We collect and store this data as a result of your interactions with our Services, for 

the following purposes: 

- identification and authentication: we use your identifiers to verify your identity 

when you access your Rakuten ID account and to ensure the security of your 

personal data; the Rakuten ID enables you to use other services provided by other 

Rakuten Group companies (as explained below); 

- providing the Services: we process your personal data to provide you with 

access to the Service: 

 grant and redeem Rakuten Points: we offer various ways for members to earn 

and redeem Points, from shopping at leading retailers through Rakuten to 

watching blockbuster movies through Rakuten TV or reading with Rakuten 

Kobo and on experience tickets through our partners. Members can also 

redeem points for donations to charitable causes; 

 Rakuten Pay is a service provided by us (REB) to facilitate payments in 

connection with online and offline transactions using Rakuten Pay; 

 Rakuten Pay enables users with Rakuten ID accounts to make payments to 

users with Merchant Accounts using the Internet or mobile-based services and 

applications; 

 it also enables users to access other Rakuten services owned by Rakuten 

group services or operated by a third party; 

https://rakuten.co.uk/
http://www.rakuten.es/
http://www.rakuten.tv/
http://www.fr.shopping.rakuten.com/


 "Rakuten Pay Merchant" means an online and offline shop designated by REB 

where you can make payments using the Service; 

 "Rakuten Pay Merchant Account" is the Rakuten Pay account of such 

Merchant or any other account of the Merchant which accepts the Service. 

- improving the Services: we analyse information about how you use the Services 

to provide an improved experience for all users and improve the Rakuten services 

and for business development (no payment data is used for this purpose); 

- customising your experience and recommendations: when you use the 

Services, we may use your personal data to improve your experience, such as by 

providing interactive or personalised elements and providing you with 

recommendations based on your interests (no payment data is used for this 

purpose);  

- marketing: we may use your personal data to build a profile about you and place 

you into particular marketing segments in order to understand your preferences 

better and to appropriately personalise the marketing messages we send to you. 

We may also use your identifiers to send you marketing communications about 

the Services and other products or services that may be of interest to you (no 

payment data is used for this purpose);  

- advertising: we, and our third-party advertisers, use your personal data to serve 

you with personalised advertisements that may interest you on our website or 

Rakuten services or their services (no payment data is used for this purpose); 

- communicating with you: we may use your personal data to communicate with 

you, for example if we are providing information about changes to the terms and 

conditions or if you contact us with questions; 

- exercising our rights: we may use your personal data to exercise our legal rights 

where it is necessary to do so, for example to detect, prevent and respond to fraud 

claims, intellectual property infringement claims or violations of law or our terms 

and conditions; 

- complying with our obligations: we may process your personal data to comply 

with legal or regulatory requirements, where this is explicitly required by law, such 

as in response to court orders or to comply with privacy or financial regulations;  

- protecting against harm: we may use personal data as necessary to protect the 

rights and safety of us, you, or others. 

 

We must have a legal basis to process your personal data. In most cases the legal 

basis will be one of the following:  



- to fulfil our contractual obligations to you, for example to provide the services, to 

ensure that points are granted correctly. Failure to provide this information may 

prevent or delay the fulfilment of these contractual obligations;  

- to comply with our legal obligations; 

- to meet our legitimate interests, for example to understand how you use our 

products and services and to enable us to derive knowledge from that, which 

allows us to develop new products and services. When we process personal data 

to meet our legitimate interests, we put in place robust safeguards to ensure that 

your privacy is protected and to ensure that our legitimate interests are not 

overridden by your interests or fundamental rights and freedoms. 

 

We may obtain your consent to collect and use certain types of personal data when 

we are required to do so by law (for example, for processing your payment data, in 

relation to our direct marketing activities, cookies and tracking technologies or when 

we process location data). If we ask for your consent to process your personal data, 

you may withdraw your consent at any time by contacting us using the details at the 

end of this privacy notice. 

WHO WE SHARE YOUR DATA WITH 

We may share this data with the following third parties, including other Rakuten Group 

companies and technical and other service providers: 

- merchants: We share your personal data with the merchants from whom you 

choose to purchase a product or services in order to process your transaction;  

- service providers and business partners. We share your personal data with our 

service providers and business partners that perform payment processing, 

acquiring and settlement services. 

- advertisement partners, affiliate networks and other service providers and 

business partner. If you engage in a transaction, some of your data may be 

shared with this Affiliate Store for the purpose of rewarding you with Rakuten 

Points. When redeeming your Rakuten Points, we will also share some of your 

data with the Rakuten services on which you choose to redeem them. Please note 

that these services are governed by their own privacy policies; 

- law enforcement agencies, courts, regulators and government authorities.  If 

lawfully requested, we may also share data with law enforcement agencies and/or 

third parties in respect of data requests for criminal investigations and alleged 

illegal activities; 



- asset purchasers. Your data may also be transferred to another company in the 

event of sale of the whole or part of our business to a third party. 

Please note that your payment data will only be shared with merchants or 

payment service providers to the extent that it is necessary to execute the 

payment transaction. None of your payment data will be shared with advertisement 

partners or asset purchasers for example. 

The Rakuten Group: 

REB is part of the Rakuten Group, which includes the affiliates and subsidiaries of 

our parent company Rakuten Group, Inc., based in Tokyo, Japan. More information 

about Rakuten Group, Inc. is available at: 

https://global.rakuten.com/corp/about/company  (“Rakuten Group”). 

Rakuten ID & Rakuten Points. 

The Rakuten Group aims to provide you with a unique service experience through the 

“Rakuten ID”. Rakuten ID is a unified programme that allows you to easily connect to 

other Rakuten services by a single log-in function, share your account information 

and join a loyalty programme with the Rakuten Group companies jointly participating 

in the Rakuten ID programme https://corp.rakuten.co.jp/privacy/en/rakuten-id/. Your 

data will only be shared if you chose to connect to another Rakuten ID Service. By 

connecting to another Rakuten ID Service, you direct the Rakuten ID services to share 

your data for the purposes explained in our joint privacy policy here: 

https://corp.rakuten.co.jp/privacy/en/rakuten-id.html 

 

We share your account credentials and profile information with the Rakuten ID 

services. This service is jointly provided by the Rakuten ID Services as directed by 

you, if you sign up with another Rakuten ID Service. 

 

When using this Service, you can earn Rakuten Points, the Rakuten loyalty points for 

the purposes of administering and improving the Rakuten Points programme and 

conduct analyses on its efficiency. In this regard, data about your Rakuten Points and 

your use of the Services may be shared with other Rakuten Group companies which 

we are permitted to do based on their legitimate interest as a provider of Services.  

 

https://global.rakuten.com/corp/about/company
https://corp.rakuten.co.jp/privacy/en/rakuten-id/
https://corp.rakuten.co.jp/privacy/en/rakuten-id.html


Please note that all Rakuten Services do not necessarily allow you to use Rakuten ID 

and/or to earn and redeem Rakuten Points on them. 

 

Some of these Rakuten Services, with which your data may be shared, are located in 

countries in which the level of data protection is not equivalent to the European one. 

However, the Rakuten Group has adopted Binding corporate rules which guarantee a 

proper level of data protection amongst all the Rakuten Services. You can consult this 

document here. 

 

In any case, we remind you that, if you choose to use another Rakuten Service, your 

data will be processed in line with its own privacy policy.  

Additional data sharing with Rakuten Group. 

We may share your data about the usage of the app (no payment related data will be 

shared) with the other companies of the Rakuten Group, for the following purposes: 

A. to make statistical analysis (for example, to know how many users are using 

more than one Rakuten services) and improve the Rakuten services and 

business development; 

B. to personalise the products, services and offers, such as vouchers and 

campaigns that are presented to you on the Rakuten Group companies’ services 

based on the interactions you had with the other Rakuten services;  

C. to detect, prevent and respond to fraud claims, illegal activity, intellectual 

property infringement claims or violations of law or our terms and conditions;  

D. to provide you marketing communications and notifications (by mail, text 

message, flyer and/or phone call) about the Rakuten Group companies ’ offers; 

E. to personalise the advertisements that are being shown to you on the Rakuten 

Group companies’ services and outside based on the interactions you had on 

the Rakuten services and outside; 

F. to comply with legal or regulatory requirements, where this is explicitly required 

by law, such as in response to court orders, police requests; and  

G. to answer your requests, claims, complaints and users' rights.  

 

In the European Union, we need to have a legal basis for processing your personal 

data. For purposes A to D, Rakuten relies on its legitimate interest to offer you the 

best experience on Rakuten services. For purposes D to E, Rakuten relies on your 

consent. For purpose F, we rely on compliance with legal obligations (e.g. lawful law 



enforcement requests) and for purpose G, we rely on the performance of our (pre-) 

contractual obligations with you. You have certain rights regarding your personal data, 

subject to local law. Please refer to this section 

HOW DO WE PROTECT YOUR DATA AND HOW LONG DO WE 

KEEP IT? 

We take every precaution to preserve the security of your data.  

 

We retain your data for as long as you are active on the Service, but also for an 

additional period of 10 years so that we can meet our legal and regulatory obligations 

resulting from financial, commercial and tax law applicable to REB. We will also retain 

your data as long as necessary for the defence of the legal claims that you or other 

party may bring against REB in connection with your use of the Services. At the end 

of this period, we anonymise your data to make re-identification impossible. 

TRANSFERS OUTSIDE OF THE EUROPEAN ECONOMIC AREA 

Your personal data may be transferred outside of the European Economic Area 

(''EEA'') to countries which may not have equivalent protections for your data as your 

country of residence, notably to the countries in which Rakuten Group companies are 

based and to the United States of America. We ensure that your rights and freedoms 

in respect of the processing of your personal data are adequately and appropriately 

protected and to comply with all legal requirements. 

 

As part of the Rakuten Group, we rely on the Rakuten Group Binding corporate rules 

to legitimise international data transfers within the Group. The Rakuten Group Binding 

corporate rules can be found at https://corp.rakuten.co.jp/privacy/en/bcr.html.  

For transfers outside of the Rakuten Group, we rely on Standard Contractual Clauses  

as approved by the European Commission for safeguarding such data transfers. 

YOUR RIGHTS RELATED TO YOUR PERSONAL DATA 

You have certain rights regarding your personal data. These include the following 

rights to: 

- access your personal data 

- rectify the information we hold about you 

- erase your personal data 

- restrict our use of your personal data  

https://corp.rakuten.co.jp/privacy/en/bcr.html


- object to our use of your personal data 

- receive your personal data in a usable electronic format and transmit it to an 

external party (right to data portability) 

- lodge a complaint with your local data protection authority. 

We encourage you to contact us to update or correct your information if it changes or 

if the personal data we hold about you is inaccurate.  

You can send us your enquiry using the contact form or info-rpay-

europe@mail.rakuten.com. 

MARKETING PREFERENCES 

We send two types of emails to you: customer service emails required to maintain the 

Services and promotional emails containing special offers, discounts and promotions 

offered by Rakuten Europe and other Rakuten Group companies, if you have chosen 

to receive such promotional communications. 

While customer service emails are necessary to make you benefit from our Services, 

you may choose not to receive promotional emails at any time by clicking the « 

unsubscribe » link in any promotional email or by modifying your subscription 

preferences in your account. 

You may also receive promotional emails containing information and special offers 

from third parties if you have consented to receiving such communications (only in 

case we offer that possibility on the Services). 

CONTACT US 
You may get additional support regarding Rakuten Pay at 

https://www.europe.pay.rakuten.com/help.  

If you have questions or concerns regarding the way in which your personal data has 

been used, please contact us using the contact form at  REBprivacy@bank.rakuten.eu. 

 

We are committed to working with you to obtain a fair resolution of any complaint or 

concern about privacy. If, however, you believe that we have not been able to assist 

with your complaint or concern, you have the right to make a complaint to your data 

protection authority using their website. 

mailto:info-rpay-europe@rakuten.com
mailto:info-rpay-europe@rakuten.com
https://www.europe.pay.rakuten.com/help


IDENTITY THEFT 

In case your credit card is stolen or your credit card credentials are otherwise 

compromised, please contact your bank (issuer of your credit card) immediately 

to block your credit card. 

At the same time:  

- if you have registered your card directly in the app, immediately replace 

your credit card in Rakuten Pay App with another credit card;  

- in case the card was already registered by you at your Rakuten ID profile 

when using other Rakuten service, replace your card at Rakuten ID profile 

in the relevant Rakuten service website you have registered in previously.  

If your Rakuten ID is stolen or your password is lost or otherwise compromised, 

or you have reasons to believe it has been compromised, please change your 

password at the Rakuten ID profile at Club Rakuten website or websites of other 

Rakuten services: 

- https://rakuten.co.uk/ 

- https://rakuten.es/ 

- https://www.rakuten.tv/  

- https://fr.shopping.rakuten.com/event/club-rakuten  

- and any other Rakuten service in Europe. 

If you encounter difficulties changing your password, please contact us at info-

rpay-europe@mail.rakuten.com . 

If you notice any suspicious behaviour or activity on your R Pay App, please 

contact us immediately at info-rpay-europe@mail.rakuten.com. 

LANGUAGES 

In case of a discrepancy between different language versions of this Privacy Policy, 

the English version shall be legally binding and shall prevail.  

CHANGES TO OUR PRIVACY POLICY 

We may occasionally amend this Privacy Policy to account for changes to our 

Services and the way we handle your data, please check the Privacy Policy from time to 

time at your own discretion. 

COOKIE POLICY 

https://rakuten.co.uk/
https://rakuten.es/
https://www.rakuten.tv/
https://fr.shopping.rakuten.com/event/club-rakuten
mailto:info-rpay-europe@rakuten.com
mailto:info-rpay-europe@rakuten.com
mailto:info-rpay-europe@rakuten.com


This Cookie Policy describes what cookies are used, why they are used and how you can 

control their use. 

What are cookies? 

Cookies are small text files used to track the user’s Internet behaviour. The collected 

data is used to evaluate our site content in order to improve information and services 

available. 

What is the purpose of cookies and who places them? 

Cookies may have different purposes, notably: 

- the allocation of your Rakuten Point based on the purchases that you made on. 

Those are “necessary” cookies without which we cannot allocate you the Rakuten 

Point that you earned; 

- the tracking of your behaviour on the app « analytics » cookies; 

These cookies are either directly placed by us. 

What types of cookies do we use? 

When you use our app, the following cookie types are used: 

- first party cookies: these cookies are saved by our app and are only read by the 

app which saved them (Information concerning your devices, the display styles of 

the app and your preferences concerning social sharing); 

- analytics cookies: These are the cookies that allow us to know the use and the 

performances the mobile app, in order to improve its functioning. It is saved more 

than 2 years. 

 

How to manage your cookies? 

The configuration and customisation of cookie settings depend on the internet browser you 

use (via the “Tools” menu in general). 

You may decide yourself if our Site should be authorised to use cookies on your device. You 

also have the possibility of having a warning message shown each time before a cookie is 

accepted. 

Furthermore, you can at any time delete the cookies already stored. 

Should you refuse to allow the Site to use cookies, we would like to point out that certain 

functions on Site may be limited or deactivated. Therefore, refusing our session cookies will 



prevent you from logging on to our e-banking sites. 

In order to simplify the use of the Site, we recommend you to configure your browser in such 

a way that the cookies used on the Site are accepted. 

If you do not want us or our partners to collect information through the use of cookies, you 

can use one of these solutions: 

- cookie tool : when you first connect to the Site, a cookie consent tool will be 

displayed, so that you can exercise your choices. You can change your cookie 

preferences at any time; 

- browser set up: you will be able to disable the cookies following the instructions of 

your browser. For example, you can permit, know, block or delete cookies installed 

on your computer by setting up your browser options installed on your computer.  

You can find more information about how to do manage them in the following URLs: 

Firefox Chrome Internet Explorer Safari. 

 

Languages 

In case of a discrepancy between different language versions of this Cookie Policy, 

the English version shall be legally binding and shall prevail.  

Changes to the Cookies Policy 

We can modify the cookies policy at any time. As changes may occur, please check this 

information periodically. 

Contact  

If you have any request or concern, please send us an email to 

REBprivacy@bank.rakuten.eu. 

 


